Lessons from the field

Ethical challenges of digital health technologies: Aadhaar, India
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Problem The proliferation of information and communication technologies in India has enabled the emergence of health-related digital
applications, from which important ethical issues arise.

Approach The Aadhaar identification system provides each resident in India with a 12-digit unique identification number, linked to
demographic and biometric data. Identification by Aadhaar in welfare programmes has the important advantage of ensuring targeted
benefits reach the intended recipients.

Local setting Some of the major issues faced by the public health sector in India are inadequate funding and inefficient utilization of the
funds allocated. The enhancement of currently available digital health records will greatly increase the efficiency of the health care services.
Relevant changes The Aadhaar identification system has been linked to several health programmes since 2013. Success was achieved in a
programme encouraging pregnant women to undergo delivery at a health facility, as use of Aadhaar number ensured that cash incentives
reached the correct recipient. However, interruptions in the treatment of patients with tuberculosis and acquired immunodeficiency
syndrome have been reported in other health programmes, due to patients fearing a breach of their confidentiality.

Lessons learnt Although the proposed merging of the Aadhaar identification system with digital health care records could enable greater
efficiency in monitoring public health and welfare programmes, important ethical issues of privacy and data ownership and use must be
considered. In joining the digital revolution, low- and middle-income countries must also develop strict legal regulation to protect data
and avoid information technology companies exploiting such databases for profit.

Abstracts in G 13, Francais, Pycckuii and Espaiiol at the end of each article.

Introduction

Low- and middle-income countries have experienced a rapid
and massive influx of digital and mobile technologies and their
applications. This information and communication revolution
has brought great benefits for the practice of public health in
these countries. Several studies have shown evidence of effec-
tive digital applications in health including electronic health
records, digital epidemiology and mobile health applications.’
With these massive strides in digital health, important ethical
issues related to the collection, storage, use and dissemination
of patients’ digital health information arise.

The Aadhaar (Hindi, meaning foundation or base) system
of India provides each citizen with a unique identification
number, linked to demographic and biometric information
about the individual. The National Health Mission established
the health management information system across various
states of the country, where everyone is also provided with
a unique health identification number. Linking this unique
health identification number with the Aadhaar system has
been proposed; merging the digital identification system with
digital health care records could enable greater efficiency in
investigating public health, conducting relevant research,
ensuring the accuracy of health-related information and
monitoring welfare programmes.> However, the availability
of big data in health care, particularly in low- and middle-
income countries, introduces unique challenges. We identify
and discuss such challenges in this article.

Local setting

The delivery of health care in India is characterized by a
vast public health infrastructure, which is categorized into
primary, secondary and tertiary care services, delivered by
the government-funded health system and a private health
sector. The public health system is funded by tax revenues and
state-sponsored health insurance schemes, such as Ayushman
Bharat, and the private health system is largely financed out
of pocket and, to a small extent, by private health insurance.
In recent years, digital health records have penetrated the
public as well as private health systems; most public health
data are now recorded in digital format. One of the major
issues faced by the public health sector in India is inadequate
funding and inefficient utilization of the funds allocated. The
enhancement of currently available digital health records will
greatly increase the efficiency of planning and budgeting for
the health care services.

Approach

Under the Unique Identification Authority of India, estab-
lished under the Ministry of Electronics and Information
Technology of the Government of India, the Aadhaar system
provides a 12-digit unique identification number to every In-
dian resident who chooses to enrol as per the provision of the
Aadhaar (Targeted Delivery of Financial and Other Subsidies,
Benefits and Services) Act, 2016.° The Aadhaar identification
system records demographic data such as name, address, date
of birth and sex, but also biometric data including ten finger-
prints, two iris scans and a facial photograph.*
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Box 1.Summary of main lessons learnt

- Use of the Aadhaar identification number in health programmes in India has met with
mixed success due to patients'fears of loss of privacy.

- The proposed merging of the Aadhaar identification system with other digital health
databases in India could enable greater efficiency in monitoring public health, butimportant
ethical issues of data use and protection must be considered.

- Low- and middle-income countries must invest in developing strict legal regulations to
protect data and avoid its exploitation for profit.

Identification by Aadhaar number
yields several important advantages in
development and welfare programmes
in the country. Targeted interventions,
such as subsidies, cash benefits and
incentives provided by the state can
reach the intended beneficiaries without
pilferage or loss. The Aadhaar system
has been increasingly linked to bank
accounts, income tax accounts, mobile
phone numbers, and social welfare pro-
grammes, such as disability and elderly
pension schemes.

Relevant changes

Since 2013, Aadhaar has also been linked
to several health-related schemes.” For
example, the Maternal and Child Track-
ing System is an electronic database that
records information about pregnant
women in India, including details of
antenatal care, delivery and child-related
data up to immunization. A condi-
tional cash transfer programme (Janani
Suraksha Yojna) encourages women to
undergo delivery in a health facility
by providing a direct benefit transfer;
combining this cash transfer programme
with the Aadhar identification system
ensures that the correct person receives
the benefit.

Other national health programmes,
such as the Revised National Tuber-
culosis Control Program and the Na-
tional AIDS Control Program, have
recently started linking their databases
with Aadhaar.” The intended benefit
of linking the patient databases to the
Aadhaar number is to track the treat-
ment of patients and ensure that any
interruptions to treatment schedules
or non-compliance is identified and
acted upon. However, interruptions in
the treatment of patients with tubercu-
losis were reported due to pressures to
link their treatment registration num-
bers with their Aadhaar identification
number.” There have also been several
reports of HIV-positive patients and
patients with AIDS who were undergo-
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ing antiretroviral therapy but, fearing a
breach of their privacy by allowing their
Aadhaar number to be included in the
AIDS treatment programme documents,
they preferred to drop out of the treat-
ment programme.®

Lessons learnt

The summary of main lessons learnt is
presented in Box 1.

Linking sensitive private health in-
formation with the Aadhaar identifica-
tion system introduces issues of poten-
tial breaches of privacy, data ownership
and use, and the autonomy of individu-
als whose data have become available for
analysis. Unlike the United Kingdom of
Great Britain and Northern Ireland and
the United States of America, who have
strong data ownership and protection
laws, India has the evolving Electronic
Health Record Standards of 2016, which
does not have the force of law. Data are
owned by the state in a sense of steward-
ship in the United Kingdom and by the
individual in the USA. The Indian Elec-
tronic Health Record Standards stipulate
that data are owned by individuals, but
the state is the custodian of these data.
This provision implies that any use of
electronic health records requires the
authorization of the individual. The
exceptions to this rule are situations of
emergency and epidemics, in which case
the state can collect information without
permission. Where data are shared with-
out consent, this is only in a completely
anonymized form.”

The Aadhaar identification system
has been the subject of several litigations
in various courts in India. In a ruling in
2013, the Supreme Court of India clearly
ruled that registering for an Aadhaar
identification number is voluntary and
that nobody should be denied benefits
and services because they do not have
an Aadhaar number. Despite this rul-
ing, several national health programmes
continue to enforce Aadhaar registration
in subtle ways. For example, although
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including an individual’s Aadhaar num-
ber is not compulsory in many public
health programmes, some health work-
ers continue to insist on this. If patients
refuse, the health worker can delay or
even prevent the receipt of benefits. In
2017, the Supreme Court ruled that the
Right to Privacy is fundamental. This
ruling reignited the various debates
on the constitutional position of the
Aadhaar system and whether it is an
infringement of the privacy of individu-
als. In 2018, the Supreme Court upheld
the constitutional position of Aadhaar,
but ruled again that it is not manda-
tory.® However, in the absence of strong
regulation of electronic health records in
low- and middle-income countries, link-
ing sensitive health information to the
Aadhaar system results in the privacy of
patients being compromised.

Other major ethical concerns re-
garding the linking of digital health data
and Aadhaar identification data are the
safety and protection of the combined
database. Many low- and middle-
income countries do not yet have the
required data protection laws; even if
such laws are present, implementation
can be difficult to monitor. Leaks of
the Aadhaar data have been reported; a
private telecommunication company in
India collected the Aadhaar numbers of
many of its subscribers and published
them on the internet. Over 200 govern-
ment websites were also found to be
inadvertently displaying Aadhaar data
of individuals.” Although these websites
have been taken down, such data can
remain in the digital world indefinitely
and continue to compromise the privacy
of an individual.

Linking digital health data with
the Aadhaar identification system also
facilitates the exploitation of the data
for profit. Some technologists who were
initially involved in the establishment of
the Aadhaar system are now working in
private for-profit companies. Although
security measures are in place to prevent
this conflict of interest, there are several
loopholes in these regulations.'” When
such profit-motivated, digitally em-
powered multinational companies gain
access to an identification database in
low- and middle-income countries, this
disproportionately affects the poor and
vulnerable. Effective security systems
and strong legislation are required to
ensure that private companies do not
profit from accessing such databases. In
this context, the Ministry of Electronics
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and Information Technology tabled
the Draft Personal Data Protection Bill,
2018. When passed, this bill will set up
a national Data Protection Authority
to supervise and regulate those who
collect data, ensuring the autonomy of
individuals."

Low- and middle-income coun-
tries are joining the digital revolution,

making big data available for potential
health applications. However, weak
health data protection laws and evolv-
ing data protection capabilities in these
countries leave the population vulner-
able to serious ethical consequences,
such as breaches in privacy and loss of
autonomy. In examining the merging of
Aadhaar identification data with digital

Lessons from the field

Ethical challenges of digital health data in India

health data in India, we have demon-
strated the need for strong health data
protection laws to preserve and protect
the fundamental human right: that of
privacy. H
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Résumé

Les défis éthiques des technologies numériques de la santé : Aadhaar, en Inde

Probléme La prolifération des technologies de l'information et de
la communication en Inde a favorisé I'émergence d'applications
numériques liées a la santé, soulevant des questions éthiques.

Approche Le systeme d'identification Aadhaar fournit a chaque
personne résidant en Inde un numéro d'identification unique a
12 chiffres relié aux données démographiques et biométriques.
L'identification par Aadhaar dans le cadre de programmes de protection
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sociale représente un avantage décisif : elle permet de s'assurer que
les allocations ciblées sont effectivement attribuées aux bénéficiaires
adéquats.

Environnement local Le secteur de la santé publique en Inde rencontre
plusieurs problemes majeurs, dont un financement insuffisant et une
utilisation inefficace des fonds alloués. L'optimisation des dossiers
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médicaux numériques actuellement disponibles va considérablement
améliorer les performances des services de soins de santé.
Changements significatifs Le systeme d'identification Aadhaar a été
couplé a de nombreux programmes de santé depuis 2013. Grace a Iui,
un programme visant a encourager les femmes enceintes a accoucher
dans un établissement médical a été couronné de succes : ['utilisation
du numéro Aadhaar a servi a vérifier que les primes d'incitation
en especes étaient versées aux bons bénéficiaires. Cependant, des
interruptions de traitement chez des patients souffrant de tuberculose
et du syndrome d'immunodéficience acquise ont été observées dans
d'autres programmes de santé ; les patients craignaient une violation
de la confidentialité.

Vijayaprasad Gopichandran et al.

Lecons tirées Méme si la proposition de fusion entre le systeme
d'identification Aadhaar et les dossiers médicaux numériques pourrait
accroitre I'efficacité de la surveillance exercée sur les programmes de
santé et de protection sociale, d'importants enjeux éthiques doivent étre
pris en compte en matiere de confidentialité, mais aussi de propriété
et d'utilisation des données. S'ils souhaitent opérer une révolution
numeérique, les pays a faible et moyen revenu doivent également
adopter des dispositions [égales strictes afin de protéger les données et
d'éviter que des entreprises actives dans le secteur des technologies de
l'information n'exploitent de telles bases de données a des fins lucratives.

Peslome

JTuyecKne Npo6nembl UCNONb30BaHUA LUPPOBBIX TEXHONOIMIA B cdpepe 3apaBooxpaHenus: Aadhaar, Unpna

Mpo6nema Pa3zgutre MHGOPMALIMOHHO-KOMMYHMKALMOHHbIX
TEXHONOTI B VIHAWV MPUBENO K NMOABNEHNIO LIGPOBBIX MPUIOKEHN
B chepe 3ApaBOOXpaHeHWs, UCMONb30BaHNE KOTOPbIX MOBEKIO
BO3HWKHOBEHWE BaXKHbIX STUUECKIX NMPOOeM.

Mopxop Cyictema naeHTUdMKaumm Aadhaar npucBanBaeT KaKaomy
XUTENMO VIHAUM YHUKanbHbIN 12-3HauHbIN MOEHTUGMKALUMOHHBIN
HOMEP, MPVBA3aHHbIN K ero AeMorpaduyeckinm 1 BUoMeTPUUECKIM
NaHHbIM. igeHTudurKauma ¢ nomollblo cuctemol Aadhaar 8
nporpammax coumanbHoro obecnevyeHns nMmeeT BakKHoe
NpenMyLLecTBO: OHa rapaHTUpPYeT, UTO LeseBble NbroTel NonagyT
MMEHHO K TeM MoJTyyaTenam, KOTopble B HUX Hy»KAAoTCA.

MecTHble ycnoBua OfHOWM 13 OCHOBHBIX MPObGAEM B CeKTope
00U EeCcTBEHHOro 34paBooxpaHeHna B MHauu AsnaeTca
HefoCTaTOYHOe GUHAHCKUPOBaHME, a Takxe HeddheKTBHOe
MCNONb30BaHMe BblaeneHHbIX cpeacTs. COBepLIEHCTBOBaAHME
CUCTEMbl MMEWNXCA K HACToALeEMY BPEMEHU LUUPPOBbIX
MeANLIMHCKIIX 3aMMCel 3HaUMTENbHO NOBBICUT SGGEKTUBHOCTb YCIyr
B chepe 3APaBOOXPaHEHMS.

OcyuiecTBneHHble nepemeHbl HauvHada ¢ 2013 roga cuctema
naeHTMdnKaLmn Aadhaar npreaszaHa K HECKOMbKMM MPOrpaMmam

3APaBOOXPAHEHMA. ITO MO3BOMAO YCMELLHO MPOBECTH MPOrpammy
noouipeHvs 6epeMeHHbIX K poaam B OOIbHNYHbBIX YCIOBUSAX,
MOCKONbKY MCMOMb30BaHNe Homepa Aadhaar rapaHTMpoBarno,
YTO [leHEeXHble NbroThl monaayT K nonydatenam. OfgHako B
APYrvix NporpaMmax oxpaHsl 310p0OBbA CO06WAN0OCh O TOM,
yTO 6ONbHbBIE TYOEPKYNe30M ¥ CUHOPOMOM NPUOBPETEHHOrO
MVMMyHOZebVLMTA NPepbIBany fnedyeHre no npuyrHe onaceHui
HapyleHWs KOHOMAEHLMANbHOCTH.

BbiBogbl HecMoTpA Ha TO UTO MpefyiokeHHoe CvAHne CUCTEMbI
naeHTndnKaummn Aadhaar ¢ cnctemon LiMdPoBoOM MeanLIMHCKOWM
JOKYMEHTaLMN MOXET YBeNUUUTb IQGEKTUBHOCTb MOHUTOPUHTA
nporpamm B cdepe ob6WECTBEHHOTO 34paBooOXpaHeHna
1 coumanbHoro obecneyeHuns, cnegyeT yumTbiBaTb BaxHble
3THYecKme NpobaemMbl NPYHAANEKHOCTH JaHHBIX 1 0becneyeHmaA X
KOHOUAEHUMANbHOCTU. pUcoeanHAACh K LMGPOBO PeBOMOLINN,
CTPaHbl C HWU3KUM U CPeHVM YPOBHAMM AOXOMAA AOIKHbI TaKxKe
pa3pabaTbiBaTb XeCTKME HOPMbI 3aKOHOAATENbCTBA [N1A 3aLUThI
JaHHbIX, MPENATCTBYIOLME UX UCMONb30BAHMIO KOMMNAHUAMY,
paboTalymn B chepe MHOOPMALMOHHBIX TEXHOMOTMWIA, paau
COBCTBEHHOM BbIFOABI.

Resumen

Desafios éticos de las tecnologias digitales para la salud: Aadhaar, India

Situacion La proliferacion de las tecnologias de la informacion v la
comunicacion en la India ha permitido el desarrollo de aplicaciones
digitales relacionadas con la salud, de las que se derivan importantes
cuestiones éticas.

Enfoque El sistema de identificacion de Aadhaar proporciona a cada
residente en la India un ndmero de identificacién Unico de 12 digitos,
vinculado a datos demograficos y biométricos. La identificacién de
Aadhaar en los programas de bienestar social tiene la importante
ventaja de garantizar que las prestaciones especificas lleguen a los
destinatarios previstos.

Marco regional Algunos de los principales problemas a los que se
enfrenta el sector de la salud publica en la India son la financiacién
inadecuaday la utilizacion ineficiente de los fondos asignados. La mejora
de los registros digitales de salud disponibles actualmente aumentara
en gran medida la eficiencia de los servicios de atencién sanitaria.
Cambios importantes El sistema de identificacion de Aadhaar se
ha vinculado a varios programas sanitarios desde 2013. Se logré el
éxito en un programa que alentaba a las mujeres embarazadas a dar

a luz en un centro sanitario, ya que el uso del nimero de Aadhaar
garantizaba que los incentivos en efectivo llegaran al destinatario
correcto. Sin embargo, en otros programas sanitarios se ha informado
de interrupciones en el tratamiento de pacientes con tuberculosis y
sindrome de inmunodeficiencia adquirida, por temor de los pacientes
a que se vulnere su confidencialidad.

Lecciones aprendidas Aunque la fusion propuesta del sistema
de identificacion de Aadhaar con los registros digitales de atencién
sanitaria podria permitir una mayor eficacia en la supervision de
los programas sanitarios y de bienestar social, deben considerarse
importantes cuestiones éticas de privacidad y propiedad y uso de los
datos. Al sumarse a la revolucién digital, los paises de ingresos bajos y
medios también deben elaborar una reglamentacion juridica estricta
para proteger los datos y evitar que las empresas de tecnologia de la
informacion exploten esas bases de datos con fines de lucro.
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